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Theoretical & Ethical 
Considerations



Defining the goals

• What is it you want to do?
• Expediency vs thoroughness
• Considering the likelihood of an answer

…ever!



Looking at the documents

• You have access to originals or only copies?
• File opening vs file processing
• Do you know what to expect?
• If some unexpected characteristics are 

noticed, how critical are they?





Types of forgeries

• Original or reproduction, altered
• Fabricated, either imitation or fantasy
• Inside job, bought documents
• Diploma Mills
• Creative translations





Ethical processing
• Be sure to have the authority to do 

authentications
• Have the forms state that you may verify 

documents and what would be the sanctions 
in case some are forged

• Document your file properly
• Write to the proper authorities, stating your 

suspicions, with adequate follow up



Ethical processing

• Never make any interpretative assumption.  
Hold strictly to the facts.

• If fraud is proven:
– notify the applicant using the same language

you’ve got in your reply.
– state the sanctions taken, if any.



Note: The following samples are mostly from 
French Speaking Africa. This only reflects 
the area of specialization of the presenter. It 
does not imply that most documents from 
this continent are unauthentic, neither that 
most unauthentic documents come from this 
part of the world.



Examination of 
original documents

(physical characteristics)



Size and quality of paper

• Letter size vs A4
• Dot matrix particular cases
• Low quality paper for mark transcripts



Visible alterations
• Liquid paper (thicker)
• Scratched (thinner)
• Corrections / inconsistent inks
• Chemically erased
• Damaged lines or background pattern
• Incompatible typeface and/or irregular

spacing











Raised elements

• Dry seal
• Printed serial number
• In relief printing









Technology used to print 
the document

• Be able to recognise whether a document 
(or parts of) is commercially printed, 
photocopied, printed (dot matrix, ink jet, 
laser)

• A color printer will use pixels, tiny dots of 
four colors (black, pink, yellow, cyan)

• Was the technology available when the 
document was printed?







Security elements

• Watermarks
• UV
• Fine lines (may make a new pattern appear)
• Micro-printing









Detailed examination of 
documents and data

(does everything make sense?)



Stamps and signatures

• Hand drawn and/or imitations
• Done with a cheap printing kit
• Identical on multiple copies







Biographical data

• How old/young was the student
• gaps or jumps
• discrepancies between forms and 

credentials
• ‘ New ’ documents, studies







Anachronisms
(or contradictory documents)

• Credential delivered before the end of 
program

• Certified copy done before credential was
issued







Institutional anachronisms

• Name of country, university
• Program, officials at the time
• War, civil disorders strikes
• Email adress, number of digits in phone 

number, etc….







Notation system, use of credits

• Consistent with country and period?
• Do averages add up?
• Unusually high marks





Hand writing, 
typewriter, template

• Same when should be different:
– different institutions
– different officials
– submitted student form and credentials





Calendar problems

• Credential issued an Sunday 
(or local rest day)

• Date translations between calendars
• Funny days





Spelling mistakes

• Less common in documents printed in big
numbers

• More common in multilingual countries





Consistency between published
parameters of programm and 

documentation submitted
by student

• Length and contents
• Use of files on record (témoins)
• Students quickly gets documents that were

previously unavailable, lost or didn’t exist...






